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Method and apparatus for secure 
processing of cryptographic key s 

US Pat 6557104 - Filed May 2, 1997 - Phoenix Technologies Ltd. 

Secure processing of the cryptographic key is thus obtained without the need for 

any additional hardware. BRIEF DESCRIPTION OF THE DRAWINGS 25 The exact ... 

Data communications system using public key cryptography in a web environment 
US Pat. 6424718 - Filed Jun 11, 1997 - International Business Machines Corporation 
Preferably, the secure processing means is operable, when executed in the ... 
in the client via the secure processing means the cryptographic key processing ... 



Uniform interface for cryptographic services 

US Pat. 5029206 - Filed Dec 27, 1989 - Motorola, Inc. 

A security kernel of a secure processing system for response to said means for 
key management to create, providing cryptographic, key management and system ... 

Public key data communications system under control of a portable security ... 
US Pat. 5604801 - Filed Feb 3, 1995 - International Business Machines Corporation 
Server 130 generates in step 751 the following cryptographic keys for ... with a 
key encrypting key, the server comprising secure processing means (360) to ... 

Dynamic configuration of a secure processing unit for operations in various ... 

US Pat. 5883956 - Filed Mar 28, 1996 - National Semiconductor Corporation 
More specifically, this invention relates to cryptographic techniques for ... 
For instance, the identifying key or password that a bank customer uses to ... 

Secure processor with external memory using block chaining and block re-ordering 

US Pat. 6061449 - Filed Oct 10, 1997 - General Instrument Corporation 

11 program information between a storage device and a secure processing circuit 

... Cryptographic key data from an associated storage device may be used for ... 

Programmable cryptographic processing system and method 

US Pat. 6101255 - Filed Apr 30, 1997 - Motorola, Inc. 

Tasks and subroutines that perform secure processing or handle sensitive data 
... Examples of other application software running would include session key ... 



Method and system for managing data unit processing 

US Pat. 6081895 - Filed Oct 10, 1997 - Motorola, Inc. 

The present invention also provides a cryptographic controller and method which are 
... that do not perform secure processing or handle sensitive data. ... 

Apparatus for providing a secure processing environment 

US Pat. 6385727 - Filed Sep 25, 1998 - Hughes Electronics Corporation 

An explanation of many such cryptographic techniques including an ... Thus, the 
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Method and apparatus for secure 
processing of cryptographic keys 

US Pat. 6557104 - Filed May 2, 1997 - Phoenix Technologies Ltd. 

Secure processing of the cryptographic key is thus obtained without the need for 

... The "token" may include any type of removable physical storage device, ... 

Data communications system usi n g public key cry ptogra p h y in a web environment 
US Pat. 6424718 - Filed Jun 11, 1997 - International Business Machines Corporation 
A portable security device controls the public key processing by ... in the client 
via the secure processing means the cryptographic key processing for the ... 

Public key data communications system under control of a portable security ... 
US Pat. 5604801 - Filed Feb 3, 1995 - International Business Machines Corporation 
Server 130 generates in step 751 the following cryptographic keys for ... with a 
key encrypting key, the server comprising secure processing means (360) to ... 

Dynamic configuration of a secure processing unit for operations in various ... 

US Pat. 5883956 - Filed Mar 28, 1996 - National Semiconductor Corporation 
The signing process is performed securely inside the protected boundaries of the 
cryptographic device. This device authentication key is registered with the ... 

Secure processor with external memory using block chaining and block re-ordering 

US Pat. 6061449 - Filed Oct 10, 1997 - General Instrument Corporation 

11 program information between a storage device and a secure processing circuit 

... Cryptographic key data from an associated storage device may be used for ... 

Apparatus for providing a secure processing environment 

US Pat. 6385727 - Filed Sep 25, 1998 - Hughes Electronics Corporation 

An explanation of many such cryptographic techniques including an explanation 

... If a hacker is able to fool a device containing key material into entering ... 

Method and apparatus for centralizing processing of key and certificate life ... 

US Pat. 6055636 - Filed Jan 27, T998 - Entrust Technologies, Limited 

The secure processing module 28 secures the data provided by one of the applications 

36, but does not perform the key and certificate life cycle ... 

Secure processing for authentication of a wireless communications device 

US Pat. 6201871 - Filed Aug 19, 1998 - Qualcomm Incorporated 

The device 100 and the secure processor 104 generate an A-Key. ... In another 

form of authentication, the mobile switching center may broadcast the ... 

Secure processing unit systems and methods 

US Pat. 7124170 - Filed Aug 21, 2000 - Intertrust Technologies Corp. 

They are also non-intrusive to the overall device architecture and ... a unique 
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Secure processing for authentication 
of a wireless communications device 

US Pat, 6201871 - Filed Aug 19, 1998 - Qualcomm Incorporated 
Secure ... device ... 

Data processing device formed on a single semiconductor substrate having ... 

US Pat. 4521852 - Filed Jun 30, 1982 - Texas Instruments Incorporated 
United States Patent Guttag [] Patent Number: [45] Date of Patent: [54] DATA 

PROCESSING DEVICE FORMED ON A SINGLE SEMICONDUCTOR SUBSTRATE HAVING SECURE ... 

Secure. gateway processing for handheld device markup language (HDML) 

US Pat. 6334056 - Filed May 28, 1999 - Qwest Communications Intl., Inc. 

25,2001 Sheet of WIRELESS HANDHELD DEVICE ATTEMPTS TO ACCESS CORPORATE INTRANET 
FROM A KNOWN IRELESS SERVIC ... 

Method and apparatus for centralizing processin g of key and certificate life ... 

US Pat. 6055636 - Filed Jan 27, 1998 - Entrust Technologies, Limited 

1 illustrates a schematic block diagram of a secure communication device 10 or 

... The secure processing module 28 secures the data provided by one of the ... 

Gaming device security system: apparatus and method 

US Pat, 6364769 - Filed May 22, 2000 - Casino Data Systems 

The gaming 15 device is based around the secure processing area which includes 

a random number generator, an accounting and log means operatively coupled to ... 

Method and apparatus for operating a secure metering device 

US Pat. 6341274 - Filed Jul 21, 1999 - Neopost Inc. 

The secure processing is performed by circuitry within the metering device to 
which the smartcard is inserted. In an embodiment, for each secure transaction ... 



Apparatus for providing a secure processing environment 

US Pat. 6385727 - Filed Sep 25, 1998 - Hughes Electronics Corporation 

In other words, for a device to be deemed secure, an attacker having access to all 

... a secure processing environment is provided. The apparatus includes a ... 

Gaming device security system: apparatus and method 

US Pat. 6071190 - Filed May 21, 1997 - Casino Data Systems 

For one thing, the present invention provides a video and slot gaming device 

security system including two processing areas linked together via a secure ... 



Method and apparatus for performing secure processing of postal data 
US Pat, 6381589 - Filed Dec 16, 1999 - Neopost Inc. 

Local host computer 210 includes a secure processing unit 240 that 5 ... I/O 45 
output devices such as a printer 330 and a communication (comm) device 360. ... 
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Method and apparatus for centralizing processing of key and certificate life ... 

US Pat. 6055636 - Filed Jan 27, 1998 - Entrust Technologies, Limited 

1 illustrates a schematic block diagram of a secure communication device 10 or 

... The secure processing module 28 secures the data provided by one of the ... 

Gaming device security system: apparatus and method 

US Pat. 6364769 - Filed May 22, 2000 - Casino Data Systems 

The gaming 15 device is based around the secure processing area which includes 

a random number generator, an accounting and log means operatively coupled to ... 

Method and apparatus for operating a secure metering device 

US Pat. 6341274 - Filed Jul 21, 1999 - Neopost Inc. 

The secure processing is performed by circuitry within the metering device to 
which the smartcard is inserted. In an embodiment, for each secure transaction ... ~ 



Apparatus for providing a secure processing environment 

US Pat. 6385727 - Filed Sep 25, 1998 - Hughes Electronics Corporation 

In other words, for a device to be deemed secure, an attacker having access to all 

... a secure processing environment is provided. The apparatus includes a ... 

Gaming device security system: apparatus and method 

US Pat. 6071190 - Filed May 21, 1997 - Casino Data Systems 

For one thing, the present invention provides a video and-slot gaming device 

security system including two processing areas linked together via a secure ... 

Method and apparatus for performing secure processing of postal data 

US Pat. 6381589 - Filed Dec 16, 1999 - Neopost Inc. 

Local host computer 210 includes a secure processing unit 240 that 5 ... I/O 45 
output devices such as a printer 330 and a communication (comm) device 360. ... 
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